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Abstract

TraplessPKE is a structurally novel, quantum-safe public-key cryptographic system that
enables both message encryption and digital signature verification. It discards number-
theoretic assumptions in favor of selector-based ambiguity, XOR-masked trapdoor com-
mitment, and hash-bound validation. The system operates with constant-time, entropy-
preserving procedures and defines a transparent hardness class: Selector Dual Inversion
with Hidden Filtering (SD-SIHF). This paper is fully self-contained and accessible to both
academic and applied cryptographic audiences.

1. Cryptographic Purpose and Reader Guide
This system is designed for:

* Secure asymmetric encryption with post-quantum safety

* Verified digital signatures of arbitrary messages

* No reliance on algebraic structures (lattices, codes, primes)

» Efficient, constant-time operations suitable for implementation on CPUs, embed-
ded systems, or cryptographic co-processors

This document is self-contained. It defines all primitives, mappings, and security claims
explicitly. No prior standards or cryptosystems are required for understanding.

Target readers include:

* Individuals with a strong interest in secure computation or protocol design
* Cryptographers (academic and industry)

* Post-quantum standardization reviewers (e.g., NIST)

* Cryptographic implementation engineers

2. Fundamental Building Blocks

TraplessPKE’s foundation is a composition of mappings, predicates, and trapdoor-masked
operations. Below, each is expanded with technical detail and metaphor to illustrate the
system’s design philosophy: security through hidden structure, and truth through
ambiguity.
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2.1 Domains and Mappings

Technical View: Let M be the space of plaintext messages. Let Y, be a shared label space.
Define:

* f1 : M — Y|: message labeling
* f5+ X — Y]: ciphertext labeling

Interpretive Insight:

This forms a semantic mirroring system: both messages and ciphertexts are mapped
into the same destination label space, but arrive through fundamentally different pro-
cesses.

Analogy:
Like a library with personalized index codes and multiple hidden doors. Only one entrance
leads to your book. Only the librarian (the trapdoor holder) knows which entrance is real.

2.2 One-to-Many Encoding

Technical View:
The map f, is many-to-one. Each label y; has many corresponding = € f5 1(y1). Only one
such x is correct — the one that satisfies hidden trapdoor checks.

Interpretive Insight:
This is deliberate ambiguity — a field of plausible candidates, only one of which is an-
chored in the hidden truth.

Analogy:
Like calling out in a cave: many echoes return. Only one matches the shape of your original
voice. But without the original, all echoes seem possible.

2.3 Predicates
Technical View:

. Tpublic(w‘): A stateless, fast public predicate (e.g., popcount > t)

* T} iaden(T): A trapdoor-only predicate based on hash-masked membership

Interpretive Insight:

These are filters of meaning. The public predicate ensures that an x meets coarse struc-
tural requirements. The hidden predicate enforces cryptographic validity via secret recom-
putation.

Analogy:
Like facial recognition: a public system checks if the image is a face. A private key checks
if it’s your family.

2.4 Trapdoor Secret and Hash Binding

Technical View:
Trapdoor elements C, v,y € {0,1}*. Define:

* Thlinged =T D C S0
* 7= H(Tyngea) © Y



Interpretive Insight:
This is a layered obfuscation structure. The x value is blinded, hashed, and re-obscured.
The public value T is detached from x entirely — it reveals nothing, but validates everything.

Analogy:
Imagine sealing a letter, placing it in a box, locking the box, and then labeling it with a

cryptographic fingerprint. Only someone with the original key and contents can recreate
the label.

Final Observation: These building blocks reflect the system’s philosophical substrate:

You cannot touch the trapdoor. You cannot see the internal structure. But with
the right key, meaning unfolds without resistance.

TraplessPKE operates as a field of false doors and hidden mirrors. It does not deceive
— it deflects. Meaning is preserved only for the one who holds the secret. That is not
obfuscation. That is purposeful concealment aligned with permission.

3. Algorithms

3.1 Key Generation Given a security parameter A (e.g., A = 512), output a public key
pk and secret key sk:

Sample: C, v,y < {0, 1}>‘

Choose z* € X such that Tpubhc(x*) =1
xblinded = .SU* @ C @ v

T = H(Ty40q0) ©

Output:
pk = (fla f27 Tpublic7 7, H)

sk = (C,v)

o W=

3.2 Encryption Given a message m and a public key pk, output a ciphertext x:

1. Compute y; = f1(m)
2. Enumerate = € fgl(yl)

3. Output the first x such that 7

(r)=1

3.3 Decryption Given a ciphertext x, a secret key sk, and a public key pk, output the
message m or failure:

1. Compute )40 =B C D v

?
2. Verify H(Zyjnqeq) =7 © Y
3. If valid, compute:

y1 = folx), m=fi'(y)
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3.4 Signing an Arbitrary Message Given a message m and secret key sk = (C, v),
output a signature 7 = (commitment, challenge):

Compute y; = f1(m)

Choose x € f5'(y,) such that Tp . (z) = 1
Compute Ty 40q = B C B v

Set commitment = Z;;,4eq

Set challenge = H (2404 H (7))

Output 7 = (commitment, challenge)

ZERUN

3.5 Verifying a Signature Given a message m, a signature 7, and a public key pk, output
Accept or Reject:

1. Extract commitment, challenge from 7
2. Verify:
challenge = H (commitment||H (m))
H(commitment) = 7 & vy
3. Accept if both conditions pass

4. Cryptographic Guarantees

TraplessPKE offers four primary cryptographic guarantees — each one foundational not
only to its security model but to its structural design philosophy. What follows is an ex-
panded interpretation of each guarantee, including what it means, why it matters, and
what impact it has on the system’s security posture.

4.1 Preimage Security

What it is:
No adversary can derive trapdoor secrets C', v,y from the public commitment value 7.

Why it matters:

e Prevents recovery of the blinded input x @ C' @ v from the hashed-and-masked output

T.
» Shields the private key from any inference even under quantum adversaries (Grover’s

bound).

Practical Impact:
The public key is a semantic dead end — it reveals nothing exploitable, and even collisions
are meaningless without trapdoor context.

4.2 Trapdoor Validity Check

What it is:
Only someone holding C, v can generate a valid z;,;,, 4.4 that produces 7 = H (2, 4eq) D7

Why it matters:



* Prevents malicious parties from forging ciphertexts or commitments.
* Establishes that only legitimate key holders can generate valid cryptographic outputs.

Practical Impact:
This guarantee binds output production to trapdoor possession, eliminating unautho-
rized encryption or signing.

4.3 Message Binding in Signatures

What it is:
Each signature is bound to both the blinded commitment and a hash of the message:
challenge = H(Zyipngeal [ H(m))

Why it matters:

* Disallows signature reuse across messages.
* Ensures that a signature cannot be transplanted to different data.

Practical Impact:
Signatures are non-transferable, non-replayable, and audit-verifiable — critical for
identity, authentication, and trust systems.

4.4 No Algebraic Attack Surface

What it is:
TraplessPKE uses no algebraic groups, no structured lattices, and no reversible mathemat-
ical transforms.

Why it matters:

* Prevents structural cryptanalysis or pattern-based oracle attacks.
» Nullifies classes of attacks based on reduction, lattice vector solving, or curve pairing.

Practical Impact:
This makes TraplessPKE resilient to all known structure-exploiting techniques, ren-
dering it difficult to fingerprint or simulate.

Summary
Each guarantee enforces a different kind of non-invertibility:

* Preimage security denies recovery.

* Trapdoor check denies forgery.

* Message binding denies mobility.

* No algebraic structure denies modeling.

These are not defenses of complexity. They are defenses of silence — where no feedback,
structure, or path exists unless you already hold the key.

5. Security Class: Selector Dual Inversion with Hidden Filtering (SD-SIHF)

TraplessPKE formalizes a new cryptographic hardness class:



SD-SIHF Problem Statement Given public parameters f,, 7,7, H, an adversary must
find:

r € fy1(y;) suchthat H(z®C ®v)=17d~

This problem is believed to be intractable without knowledge of the trapdoor values C, v.
The following security rationale justifies this belief.

5.1 Technical Basis for Hardness

(1) XOR Obfuscation:

The blinded value ;5.4 = * @ C @ v represents a nonlinear masking of x. Without
knowledge of both C and v, there is no path to isolate x from x;;;,, ;.4- This transformation
fully removes algebraic structure and is computationally opaque.

(2) Preimage Resistance of H:

The hash function H is instantiated as SHAKE-512. Even under quantum attack models
(e.g., Grover’s algorithm), the effective cost of preimage search remains exponential (22°°
at A=512). SHAKE-512 also resists collision and structural exploitation, offering robust
protection at the cryptographic boundary.

(3) Double Blinding of the Hash Output:
The public value 7 is not H(x};;,,4.4) directly but rather:

T=HxzdCo®v) DYy

Here, y acts as an entropy-preserving mask that renders T indistinguishable from random
output. Even if a correct x were guessed, an adversary cannot validate it against Tt due to

V.

(4) Surjective Ambiguity in Mapping f2:

The mapping f2 is surjective with high preimage ambiguity: for a single label y,, there exist
many candidate x € f2=!(y1). However, only one satisfies the hidden condition tied to the
trapdoor. Without oracle access, adversaries are blind to which x (if any) is valid.

(5) Oracle Denial and Non-Interactivity:

TraplessPKE provides no feedback channel — no decryption oracle, no signature validation
signal, no timing side-channels — to test candidate values. This makes brute-force search
completely blind and non-directional.

5.2 Formal Summary of Intractability An adversary cannot:

» Recover x @ C' @ v without knowing C and v

* Invert H to recover xy;;,,decd

* Strip y from T to validate hash output

* Distinguish valid x from f>-(y1) due to ambiguity and oracle denial

5.3 Cryptographic Implication The SD-SIHF condition offers a structural and epis-
temic defense posture:

* Structural: Cryptanalysis is blocked by masking and ambiguity.



* Epistemic: Without C and v, the adversary lacks even the capacity to recognize a
correct guess.

This goes beyond computational hardness — it defines an inaccessible validation space,
which is fundamentally unsuitable for conventional attack strategies.

Conclusion: The condition:
“This is hard without knowing (C, v)”

...1s not merely intuitive. It is a provable, multi-layered security condition grounded in
structural denial, irreversible encoding, and validation blindness.

6. Parameters and Performance

The performance of TraplessPKE is governed by tunable parameters that balance security
strength, sampling efficiency, and implementation constraints. This section analyzes each
core parameter — )\ (security level), t (predicate selectivity), and H (hash function) — to
help implementers tailor the system to different environments.

6.1 Security Parameter )\
Definition: Bit-length of secret values (C, v, ) and input/output of the hash function H.

Impact: - Directly scales key size, blinded values, and output hashes. - All operations
(XOR, hash, signature challenge) grow linearly in cost with A.

Benchmark Examples:

A KeyGen Time Encrypt/Decrypt Security Estimate

256 0.5-1 ms <1 ms ~128-bit classical / 64-bit PQ
512 2-5 ms 1-3 ms ~256-bit classical / 128-bit PQ
1024 10-20 ms 5-10 ms ~512-bit classical / 256-bit PQ

Recommendation: Use A = 512 or higher for post-quantum applications.

6.2 Predicate Threshold ¢

Definition: The bit-count requirement for 7),,;;.(z). Defines how many bits in x must be
set (Hamming weight).

Impact: - Determines how rare a valid x is among candidate ciphertexts. - Affects encryp-
tion speed due to sampling rejection.

t Sampling Cost Validity Rate Result

20 Low ~1inb Fast encryption
28 Moderate ~11in 30 Balanced default
36 High ~1 in 300+ Slower encryption




Recommendation: Keep t < 32 for practical encryption. Increase only for security-
critical, bandwidth-tolerant use cases.

6.3 Hash Function H
Options: SHAKE-512 (default), SHA-256, BLAKE2s, RIPEMD-160

Impact: - Affects security margin and speed of hash-bound trapdoor checks.

Hash Output Bits Speed Preimage Security
SHAKE-512 Variable Moderate High (256-bit+)
SHA-256 256 Faster Medium (128-bit PQ)
BLAKE?2s 256 Fastest Medium (128-bit PQ)

Recommendation: Use SHAKE-512 for production. Use SHA-256 or BLAKE2s only in
constrained or benchmarking contexts.

6.4 Implementation Guidelines

Use Case Recommended Settings
Embedded Devices A = 256, t < 24, BLAKE2s
Standard Security A =512, t = 28, SHAKE-512
High Assurance / PQ-Hard A > 1024, t > 30, SHAKE-512
Summary

Parameter tuning in TraplessPKE is straightforward, transparent, and linear. There are
no hidden complexity jumps or unpredictable bottlenecks. Implementers can trade perfor-
mance for security in measurable ways — allowing the scheme to scale from low-power
silicon to post-quantum communication systems.

7. System Attributes and Evaluation

TraplessPKE’s system capabilities are not checkboxes — they are semantic commitments.
Each one reflects a deliberate design goal, motivated by cryptographic necessity and real-
world application constraints. Below, we expand each attribute in the original evaluation
matrix to show its underlying rationale and practical impact.

7.1 True Public-Key Encryption

Necessity: Enables secure communication over open networks where prior shared keys
do not exist.

Effects: - Allows any sender to encrypt messages without prior trust - Supports decentral-
ized encryption architecture (no handshake phase)

Goal: Replace RSA/lattice-style PKE with a structure-free, entropy-based system.



7.2 Post-Quantum Security (Grover-Safe @ A = 512)
Necessity: Ensures future-proofing in a quantum-capable adversarial model.

Effects: - Resists Grover’s quadratic speedup on hash inversion - Avoids Shor-breakable
structures (no factorization or discrete log)

Goal: Secure confidentiality beyond classical threat timelines.

7.3 Message-Bound Signature Support
Necessity: Guarantees that signatures are cryptographically tied to a specific message.

Effects: - Prevents signature reuse and transplant - Enables cryptographic audit trails and
non-repudiation

Goal: Strengthen trust in message authenticity without leaking trapdoor data.

7.4 XOR + Hash Trapdoor (Non-Algebraic)

Necessity: Eliminate algebraic surfaces (e.g., lattices, mod groups) that invite structured
attacks.

Effects: - No lattice or ring structure to exploit - Trapdoor remains semantically opaque
— only revealed through XOR masking and hash matching

Goal: Security via structure-denial, not mathematical complexity.

7.5 Zero-Knowledge Compatibility
Necessity: Allow privacy-preserving integration into ZK protocols and credential stacks.

Effects: - Compatible with zero-knowledge proofs and challenge-response authentication
- Protects secrets even during public verification

Goal: Embed in privacy-centric ecosystems without leaking commitment material.

7.6 Stateless Keys
Necessity: Simplifies deployment and hardware integration at scale.

Effects: - No internal state to maintain across sessions - Supports hardware tokens, em-
bedded secure elements, TPMs

Goal: Enable plug-and-play key handling for distributed systems.

7.7 IND-CCA Compatible Extension (Planned)
Necessity: Harden encryption for deployment in adversarial environments.

Effects: - Supports future padding or MAC-based mechanisms to resist chosen-ciphertext
attacks - Enables compatibility with hardened TLS, E2E messaging, and voting platforms

Goal: Achieve compatibility with formal IND-CCA2 guarantees through modular upgrade.

Conclusion: TraplessPKE'’s evaluation matrix is not a feature list — it is a reflection of the
system’s foundational principles:



» Security through ambiguity
» Structureless trapdoors
* Transparency over complexity

Each attribute expresses a real operational stance. The system is not just designed to
function — it is designed to defend.

8. Implementation Context and Readiness

TraplessPKE is not only secure — it is designed for direct deployment across a wide range
of real-world environments. This section provides detailed rationale and operational justi-
fication for each target application context.

8.1 Cryptographic Libraries (C, Python, Rust)

What it is: Language-level toolkits that developers integrate into software to handle se-
cure data operations.

Why it matters: Secure messaging, file encryption, authentication, and protocols rely on
embedding robust cryptographic libraries.

Why TraplessPKE fits: - All algorithms are constant-time and linear-space — no branch-
ing or variable-length loops. - Stateless key structure simplifies developer API design. -
No elliptic curves or number theory primitives — just bitwise logic.

Result: TraplessPKE can be integrated as a clean, simple module without needing special-
ized hardware or math libraries.

8.2 Embedded Secure Elements and TPMs

What it is: Hardware components that isolate key storage and execute cryptographic
operations in tamper-resistant form.

Why it matters: Found in smart cards, secure boot, passports, hardware wallets, and IoT
identity modules.

Why TraplessPKE fits: - Extremely small memory and deterministic branching sup-
port embedded use. - Stateless trapdoor logic removes need for session tracking. -
Non-algebraic design reduces side-channel and EM leakage vectors.

Result: The system is safe for constrained devices without introducing cryptographic brit-
tleness.

8.3 Post-Quantum Key Exchange and Secure Channels

What it is: Protocols (e.g. TLS, VPN) for establishing symmetric keys over insecure net-
works.

Why it matters: Quantum threat models render current DH/ECC-based schemes obsolete.

Why TraplessPKE fits: - Fast key generation and encryption (milliseconds per operation).
- Pure entropy-based design with no reliance on lattice/coding assumptions. - Complements
NIST PQC standards while simplifying implementation.
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Result: Viable replacement or enhancement in post-quantum TLS, VPN, or forward-
secrecy systems.

8.4 Digital Identity and Message Authentication Systems

What it is: Architectures for issuing, proving, and validating digital signatures and iden-
tities.

Why it matters: Non-repudiation, credentialing, and secure document verification re-
quire durable, verifiable cryptographic signatures.

Why TraplessPKE fits:

* Message-bound signatures bind identity to content.
* Compatible with zero-knowledge protocols (zkID, verifiable credentials).
» Stateless, portable keys support distributed identity architectures.

Result: TraplessPKE integrates easily into credential stacks, voting protocols, and zk-
compatible ID frameworks.

Final Reflection: From Theory to Deployment
TraplessPKE bridges theoretical cryptography and deployment pragmatism. It:

* Requires no runtime state tracking.
* Operates with deterministic control flow.
* Fits into modern and legacy stacks — from silicon to web.

This section does not ask: “Is it cryptographically sound?”
It answers: “Is it ready to use — now?”
And the answer is: Yes. Widely. Immediately.

9. Conclusion

TraplessPKE is more than a cryptographic scheme — it is a deliberate design expression
rooted in structural simplicity, semantic ambiguity, and philosophical clarity.

From its foundations in one-to-many mappings and predicate filtering, to its entropy-
anchored XOR+hash trapdoor design, TraplessPKE introduces a new security model
that forgoes traditional algebraic structures entirely. It offers post-quantum public-key
encryption and message-bound signature capabilities through mechanisms that are:

* Constant-time

» Stateless

e Platform-neutral

* Free from side-channel amplifiable structure

The strength of the system lies not in hiding behind mathematical hardness assumptions
alone, but in removing the structure that adversaries traditionally exploit. Its guaran-
tees — preimage resistance, trapdoor validation, message-to-signature binding, and non-
algebraic irreversibility — work together to create a non-invertible cryptographic sur-
face that maintains security by limiting epistemic reach.
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The evaluation matrix confirms that TraplessPKE supports essential features such as zero-
knowledge compatibility and hardware readiness. Its implementation pathways span from
embedded secure elements to cryptographic libraries in modern systems. Every layer, from
selector mappings to performance parameters, reflects the same commitment: security via
indistinguishability, truth via filtering, access via design.

Ultimately, TraplessPKE embodies a new post-quantum direction:

* Where emptiness enables function
* Where ambiguity defends intention
* Where meaning is preserved only by those with the key to decode it

It is not just usable. It is survivable.

Two paths remain: agreement or cryptanalysis. The structure will yield
only to truth.

License

This document is released under the Creative Commons Attribution 4.0 International Li-
cense.
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